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2 Intended Audience

This document is intended for Architects trying to figure out how best to integrate the SoapBox Server
into their existing system, and for System Engineers to figure out how to properly configure the SoapBox
Server to use any ASP.Net Role and Membership Provider.

Systems Engineers looking to configure the SoapBox Server should be familiar with editing XML
configuration files, as well as starting and stopping Windows Services.

3 Recommended Reading
This document assumes an understanding of ASP.Net Role and Membership Providers.

| Name ____________ lDescripton |

Managing Users by Using Membership Microsoft’s primer for using Membership with ASP.Net
Managing Authorization Using Roles Microsoft’s primer for using Role Providers with ASP.Net

4 Overview

Many products, especially web based products, are switching from a proprietary authentication and
authorization infrastructure to the components that Microsoft provides out-of-the-box with ASP.Net
2.0. Providers exist for everything from Active Directory to Oracle.

The SoapBox Server 2007 can use any ASP.Net 2.0 Membership and Role provider to perform user
Authentication and Authorization. This greatly simplifies the process of providing a seamless user
experience between a web site, product suite, and collaboration solution.

A common misconception is that the Asp.Net Membership and Role providers will only work for Web
Applications. The fact is that these tools can (and do!) work with any application type, including
Windows Forms Applications and Windows Services (such as the SoapBox Server). This greatly increases
their usefulness to developers outside the Asp.Net arena.

5 Configuring the Providers
There are two distinct configuration steps required in order to use the Asp.Net Membership and Role
providers with the SoapBox Server. First, the providers must be configured through the standard
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application configuration file. Second, the SoapBox Server must be configured to use the Asp.Net
infrastructure rather than a built-in User Manager such as LDAP or Active Directory.

5.1 Configuring the Microsoft Components

The first step in configuring the ASP.NET Providers to work with the SoapBox Server is to add the
provider configuration into the SoapBox Service .NET configuration file (not to be confused with the
SoapBox Server’s Configuration.xml file). The configuration file is called “SoapBoxServer.exe.config” and
is typically found in “C:\Program Files\Coversant\SoapBox Server 2007”.

Microsoft has put together extensive documentation for configuring a Web Application to use the
Membership and Role Providers. Even though the SoapBox Server is a Windows Service the exact same
documentation applies, so you may wish to use that for configuration of your membership and role
provider. That documentation is entitled Configuring an ASP.NET Application to Use Membership and is
found on MSDN. Let’s setup the default Microsoft SQL Server Membership Provider.

Make sure the database is properly configured for both Membership and Role Authorization. To do this,
you can use the Wizard that comes with Asp.Net 2.0. This wizard is called “aspnet_regsql” and is found
in the directory, “C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\”

5.1.1 Adding in the Connection String

Step 1is to add a “connectionStrings” element to the configuration file. In the sample below, the
connection string is entitled “AspNetProviderConnection” (this name will be important later) and is
configured to hit a SQL Server database called “aspnetdb” that’s running on the local machine.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<connectionStrings>
<add name="AspNetProviderConnection" connectionString=
"Data Source=(local);Initial Catalog=aspnetdb;Integrated Security=True"/>
</connectionStrings>

</configuration>

Once the connection string is setup, the next step is to configure the Membership Provider.
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5.1.2 Adding in the Membership Provider

In the example below, the Membership element is added into the system.web element (remember that
even though this isn’t a web site, this element is just fine to add), and setup to use a provider named
“localhost” as the default. This name should be changed to something more unique and appropiate to
your application, such as “OurProductNameMembershipProvider”.

With the membership element in place, a provider just needs to be configured. The name of the
provider must match that of the default provider in the membership element.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<system.web>

<membership defaultProvider="localhost">
<providers>
<clear />
<add name="localhost"
type="System.Web.Security.SqlMembershipProvider"
connectionStringName="AspNetProviderConnection”
applicationName="Test"
enablePasswordRetrieval="false"
enablePasswordReset="false"
requiresQuestionAndAnswer="false"
requiresUniqueEmail="false"
passwordFormat="Hashed" />
</providers>
</membership>

</system.web>

</configuration>

The table below lists the options we recommend for the membership provider attributes:

Attribute Name Suggested Value Description
name Any value is fine The name entered MUST match that defined in
the defaultProvider attribute on the
membership element.
type Any valid Membership  This defines which of the many membership
Provider Type providers will be used. Microsoft provides
several providers, and 3" partys also offer
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custom providers. This will usually be the Sql
Membership Provider.
connectStringName Any valid connection This value must match a named connection
string name string. For clarity, Coversant recommends
defining the connection string in the
SoapBoxServer.exe.config file, even though a
machine.config value would also be allowed.
applicationName The Right Value (see The application name is used by the
Description) Membership infrastructure to tell applications
apart. In our case, we want to (usually) share
an application between a web site that allows
user to register and the SoapBox server. This
value should be the same as the web site is
configured to use. If users don’t end up able to
login, it’s often due to an incorrect value here.

enablePasswordRetrieval False This value must be set to false.
enablePasswordReset False This value must be set to false.
requiresQuestionAndAnswer False This value must be set to false.
requiresUniqueEmail False This value must be set to false.
passwordFormat Hashed This value must be set to “Hashed”.

5.1.3 Adding in the Role Provider
Once the Membership provider is setup, you need to add in the Role Provider.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<system.web>

<roleManager defaultProvider="localhost"” enabled="true">
<providers>
<add
name="localhost"
type="System.Web.Security.SqlRoleProvider"
connectionStringName="AspNetProviderConnection™
applicationName="Test" />
</providers>
</roleManager>

</system.web>
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| </configuration>
The table below lists the options we recommend for the role provider attributes:
Attribute Name Suggested Value Description
name Any value is fine The name entered MUST match that defined in the
defaultProvider attribute on the membership
element.
type Any valid Membership This defined which of the many role providers will be
Provider Type used. Microsoft provides several providers, and 3™

partys also offer custom providers. This will usually
be the Sql Role Provider.
connectStringName Any valid connection This value must match a named connection string.
string name For clarity, Coversant recommends defining the
connection string in the SoapBoxServer.exe.config
file, even though a machine.config value would also

be allowed.
applicationName The Right Value (see The application name is used by the Membership
Description) infrastructure to tell applications apart. In our case,

we want to (usually) share an application between a
web site that allows user to register and the SoapBox
server. This value should be the same as the web site
is configured to use. If users don’t end up able to
login, it’s often due to an incorrect value here.
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5.2 Configuring the SoapBox Server Components

Once the Membership Provider is correctly configured in the SoapBoxServer.exe.config file, you need to
make a change to the configuration.xml file that has the majority of the configuration settings for the
SoapBox Server.

Load the configuration.xml file into an Xml Text editor, and find the domain you want to configure to
use the Asp.Net membership provider.

In this example, I’'m going to change the domain “localhost” from the standard SoapBox User Manager
to the ASP.Net Membership provider.

First, | find the domain element for the “localhost” domain. This element looks like:

<domain name="1locahost" maxauthretries="3" allowmanagedrosters="True"
allowunmanagedrosters="True" allowcompression="True">

Once | find this element, | look for the User Manager sub element. This element looks like:

<UserManager assemblypath="Coversant.SoapBox.Server.ServerCore.dll"
configurationtypename="Coversant.SoapBox.Server.ServerCore.Security.SoapBoxUserManagercC
onfig">
<auth nonsasldigest="True" nonsaslplain="True">
<mechanism>PLAIN</mechanism>
<mechanism>DIGEST-MD5</mechanism>
<mechanism>ANONYMOUS</mechanism>
</auth>
<register autoregister="False" />
</UserManager>

We're going to replace this “SoapBox User Manager” with the “Membership Provider Adapter”

The new configuration should look like:

<UserManager assemblypath="Coversant.SoapBox.Server.ServerCore.dll"
configurationtypename="Coversant.SoapBox.Server.ServerCore.Security.MembershipProviderA
dapterConfig"
membershipprovidername="localhost”>
<auth nonsasldigest="True" nonsaslplain="True">
<mechanism>PLAIN</mechanism>
</auth>
<register autoregister="True" />
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| </UserManager> |

Your config file entry must look exactly like that shown above, save for the value of the Membership
Provider Name attribute. This value MUST match the name attribute that you set on both the
Membership and Role providers. This allows the SoapBox Server to select the correct Membership and
Role Provider for the domain you’re configuring.

Make certain the autoregister element in the user manager is set to True. This allows the SoapBox
Server to internally register any user who successfully authenticates, which results in the “It Just Works”
factor that users are expecting.

Because this User Manager only works with Plain Authentication, we strongly recommend requiring TLS
encryption on your connections. This means the plain-text passwords will be protected by TLS and won’t
be sent across the network in plain-text.

You must restart the SoapBox Service for these changes to take effect.

6 Conclusion
Configuring the Membership and Role Providers for use with the SoapBox Server is an easy task, that
allows you to leverage the users you have already signed up on your web site.

This provides the users with a seamless integration between your web site and the IM system, which
helps keep down technical support questions, and makes for happier users.
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