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2 Introduction

SoapBox Server is designed to be highly scalable, reliable, and fully utilize its host hardware. This guide
will help you choose your hardware platform and show you how to tune the server’s configuration for
your expected usage. It is intended for organizations utilizing SoapBox Server for more than 500
simultaneous users.

3 Recommended Reading

| Name ___________|Descripton |

SoapBox Server Installation This document provides detailed information on installing the SoapBox
Guide Server for your environment.

SoapBox Server Administrative This document walks you through the day to day SoapBox Server
Guide administration tasks.

SoapBox Server Database This document outlines our recommended procedures for configuring
Maintenance Guide and maintaining your SQL Server database back end.

4 Capacity Planning
This section will guide you through selecting the appropriate host hardware and software to adequately
service the users of your SoapBox Server installation.

4.1 Key Metrics
Both the hardware and software chosen as the platform for SoapBox Server depend primarily on the
following metrics:

1. Number of users who will be simultaneously connected (Simultaneous Users)
a. Inaconsumer facing application this is typically less than 10% of your total number of
user accounts.
b. Ina corporate scenario this is typically about 75% of your total number of user accounts.
2. Average Load
a. For standard instant messaging applications it is generally safe to assume that, on
average, each user will send one message every thirty seconds. This could be anything
from changing their status to “Away”, logging in, engaging in a conversation, joining a
conference room, or searching for other users. So, at one message per thirty seconds,
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an installation with 1000 users would produce 2000 messages per minute or 34
messages per second on average.

b. The amount of message traffic generated by custom software utilizing our platform is
usually much higher than traffic generated by human instant messaging users. Please
consult with your development team for information on expected traffic loads.

3. Peakload

a. The peak load of an instant messaging server typically occurs when a server is brought
online after being offline. While the server is offline every client will be attempting to
reconnect to the server at a randomized interval. This causes a large surge of traffic. Due
to reconnect randomization logic it is difficult to know exactly what the peak load will
be, but it is safe to assume approximately one message per second per simultaneous
user. With 1000 users, this is simply 1000 messages per second.

b. In custom software applications peak load will vary depending on the application. Please
consult with your development team for information on expected peak loads.

With knowledge of Simultaneous Users, Average Load, and Peak Load, an informed decision can be
made on purchasing hardware and software for use with the SoapBox Server.

4.2 Hardware

The following figures were generated based on typical corporate instant messaging usage scenarios. A
baseline of 100MB memory is used for SoapBox Server startup. Every simultaneous user requires up to
150KB memory. The number of processor cores needed primarily depends on the number of messages
per second that need to be processed. The database back end can be run on the same machine as the

SoapBox Server, however adequate system memory and processing power must be in place to service

both your database and the SoapBox Server.

The following table outlines our recommended system configuration. We realize that each installation is
different and may require more or less hardware. Please do not hesitate to contact us if you need more
detailed requirements analysis. If you are unsure, it’s always safe to add more CPU’s and memory.
However, it should be noted that 32 bit editions of SoapBox Server will not take advantage of more than
4GB of memory. On average SoapBox will process approximately 500 messages per second per CPU
core. This of course varies depending on the power of the CPU’s.

Simultaneous Average Messages Per Peak Messages Per Second | Processor | Memory
Users Second Load Capability Cores
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500 17 500 1 512MB

1,000 34 500 1 1GB

2,500 83 1,000 2 1.5GB

5,000 167 1,000 2 2 GB

10,000 334 1,000 + 2+ 4 GB

20,000 667 2,000 + 4 + 4 GB

20,000+ (Call Us) N/A 2,000 + 4 + >4GB

In addition to the SoapBox Server, large installations typically utilize a database server running on a
separate machine. The necessary horsepower of this machine will vary depending on your usage
scenarios. For standard instant messaging applications, database server hardware equally sized to that
of the SoapBox Server is usually adequate.

4.3 Software

The SoapBox Server can run on many different software platforms. We support either Windows or
Linux. For database back-ends we support Microsoft SQL Server, Oracle Database, PostgreSQL, and
MySQL. Based on our in-house performance testing we recommend Windows Server 2003 and
Microsoft SQL Server 2005 for the most demanding environments.

5 Out of the Box

The default configuration of SoapBox is best suited for up to 500 simultaneous users. For any amount
above that custom configuration of the server and operating system is recommended.

6 Configuration Tuning Details
SoapBox Server and modern operating systems have numerous configuration options that insure you
get the most out of your available hardware and provide the best quality of service to your users.
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6.1 Windows Server 2000/2003

6.1.1 /3GB Switch

If you have a 32 bit system with 4GB of RAM or more the SoapBox Server will benefit greatly from
enabling the 3GB switch. See the following article for more information:
http://www.microsoft.com/whdc/system/platform/server/PAE/PAEmem.mspx

6.1.2 TCP/IP Parameters

SoapBox Server maintains a long lived TCP connection with each of its clients. As such, there are a
number of TCP configuration options that will improve the performance of SoapBox Server. The default
configuration of your operating system will provide good performance, but there is some room for
improvement.

Please see the Technet article “Microsoft Windows Server 2003 TCP/IP Implementation Details” for

more details on tuning TCP/IP parameters. Appendix A contains information on all of the settings we
mention here. All of these settings are found in the registry under
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\parameters. All are DWORD values.
If they do not already exist they need to be created.

e TcpMaxDataRetransmissions — 2
0 If your users connect through a reliable network such as a switched LAN it is
recommended you change the TcpMaxDataRetransmissions value from the default of 5
to 2. This will enable SoapBox Server to respond more quickly to network failures or
client side application errors resulting in abrupt disconnections.
e MaxHashTableSize — 65536
0 The MaxHashTable size must be a power of two. It should also be greater than the
number of connections you expect to service per IP address. We recommend just setting
this to its maximum value of 65536.
e MaxFreeTcbs — 65536
e MaxUserPort — 65534
o NumTcbTablePartitions — 2 * number of CPU cores
0 For example, if you have 4 CPU cores, this value should be 8.
o TcpTimedWaitDelay — 30
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6.2 SoapBox Server Configuration

The main configuration file for SoapBox Server is named Configuration.xml and is located in your
installation directory (typically C:\Program Files\Coversant\SoapBox Server 2007). It should be edited in
Notepad or a plain text or XML editor. Do not use a rich text editor such as Wordpad or Microsoft Word
to edit this file.

The information here is a brief synopsis of the available tuning parameters. For more details see the
comments inside of your Configuration.xml file located just above each of the mentioned options.

6.2.1 User and Role Caching

Users, roles, and the mappings of which users are in which roles and which roles contain which users are
not cached by default. This means that any time the SoapBox Server needs to get information about
user authorization or group membership it connects to your user manager (LDAP, Active Directory,
SoapBox Database, NTLM, etc) and requests the information. Managed Contact Lists greatly increase the
amount of requests that need to be made to your user manager. Leaving caching disabled will not scale
well when hundreds or thousands of users are using SoapBox Server. If you notice sluggish logins,
presence changes, or user directory searches, it is time to enable caching.

The configuration options usercachetimespan and rolecachetimespan control the amount of time user
manager information is cached. By default both are set to 100 milliseconds. Obviously that is not a very
long time and effectively disables caching. A setting of one hour or more is recommended for most large
organizations. Many choose to use 12 hours or more, as is shown below.

<configuration>
<SoapBox_Server>
<server usercacheti | AODPAT " 2 s k dzdzk dzdzt dze O1 1 AAAAEAOEI AOPAT 7 e s k

Setting the cache times will cause any changes to your user manager to take a long time to reach the
users of SoapBox Server. For example, if you have Managed Contact Lists bound to a group in LDAP,
changes to this group will not appear in a user’s Contact List until the next time they log-in after the
cache expires. For a consistent user experience, the user and role cache timespans should always match.

6.2.2 Buffers
SoapBox Server uses a configurable double buffering technique for incoming data to increase the
performance, reliability, and scalability of the system. Data is read from the TCP Socket on one buffer
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and copied into another buffer for processing. Both the TCP Socket Buffers and the Processing Buffers
can be tuned for your application.

6.2.2.1 TCP Socket Buffersg Buffer Pools

Buffer pools enable SoapBox Server to optimally manage memory for tens of thousands of simultaneous
users. There is a buffer pool for every TCP port SoapBox listens on, as well as one pool used for outgoing
data. The buffer pools allow you to manage a tradeoff between memory usage and CPU utilization. By
default memory utilization is minimized, but performance can be increased by upping the initial pool
sizes. The default outgoing buffer pool is as follows:

<configuration>
<SoapBox_Server>
<server ... >
<BufferPool
initialcount="1"
buffersize="4096"
growthcount="5" />

This default configuration, while adequate, is not optimal for large installations. The initialcount of the
outgoing buffer pool should be set to the number of simultaneous messages you expect the server to be
processing. We recommend 10% of your expected maximum Simultaneous Users. For example, if you
are expecting 10,000 simultaneous users, set the intialcount to 1000.

The buffer pools for incoming connections are located under the corresponding Listener elements. The
incoming client connection buffer pool is as follows:

<configuration>
<SoapBox_Server>
<server ... >
<listener ip="0.0.0.0" port="5222" . >
<BufferPool

initialcount="25"
buffersize="4096"
growthcount="100" />

We can identify the client listener buffer pool by the client port number 5222. Again, by default our
buffer pool configuration limits the amount of memory used which causes a decrease in performance as
the pool grows. The initialcount on this pool should be set to 10% greater than the maximum expected
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number of Simultaneous Users so that it does not need to grow. For example, if you are expecting
10,000 simultaneous users, set the initialcount to 11,000.

6.2.2.2 Processing Buffers

As data is read from connections it is copied to a processing buffer. There is a processing buffer for each
connection and it grows and shrinks to accommodate the size of messages that are being processed.
You can set both the minimum and maximum sizes of this buffer. If the maximum size is exceeded it is
assumed the client is performing a Denial of Service attack and the connection is terminated. The
default configuration for incoming client connections is as follows:

<configuration>
<SoapBox_Server>
<server...>
<listener DI O@"fd tménbuffer="8192" maxbuffer="10485760" Lo

The values of minbuffer and maxbuffer are in bytes. As is shown above, by default a minimum of 8KB is
reserved for each client connection and a maximum of 10MB can be used before the client is
disconnected. With typical instant messaging usage the buffer will never grow beyond its initial
minimum size of 8KB. However, many custom applications written on the SoapBox Server use much
larger message sizes, so the buffer will increase accordingly up to its maximum size. If the system begins
running low on memory and the buffer has extra room that is not being used, its size will decrease.

6.2.3 Processing Threads

SoapBox utilizes a fixed sized set of processing threads for handling requests. This is similar to the
“Maximum Worker Threads” option in Microsoft SQL Server. By default this option is not present in the
configuration file and is automatically set to 25 threads per processor core in the system. This is the
recommended setting for most installations but there are some instances where tuning this parameter
is useful.

If you notice, by viewing the SoapBox Server performance monitors, that the Simultaneous Packets
Being Processed (Instantaneous) is often at the number of processing threads (25 per processor core)
and CPU usage is very low, then you may want to increase the number of Processing Threads beyond its
default level.

Conversely, if CPU usage is very high and the performance of the system is negatively impacted, you
may want to decrease the number of Processing Threads below the default level.
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Setting the option to 10 is shown here (but is not in the configuration file by default):

<configuration>
<SoapBox_Srver> B
<server DOIT AAOOET COEOAAAO” 2 tsdze

6.2.4 Request Timeout

The request timeout setting allows you to limit the amount of time any single message is granted for
processing. Request time is measured from when a processing thread starts processing some incoming
data to when it is completed. For example, when Joe logs in to the system his username and password is
received by the SoapBox Server and handed the User Manager to be validated. In addition Joe’s roles
and profile information is retrieved from the User Manager. Once this is done, whether successfully or
not, the SoapBox Server sends a response to Joe. This entire process is considered a part of a single
request.

By default this option is not presence in the Configuration file. It is automatically set to 120 seconds.
However, by adding the option and specifying your own value you can adjust the amount of time each
request is allowed. A lower request timeout greatly limits the likelihood of a Denial of Service attack
being successful. However, it could also cause valid requests to be rejected if they take too long. This
option was designed to allow SoapBox Server to gracefully recover from situations where a database or
user manager has stopped responding to requests in a reasonable amount of time.

7 Conclusion

By understanding your hardware requirements up front and tuning the various performance related
configuration options available in the SoapBox Server you can lower your Total Cost of Ownership and
provide a superior user experience. As always, contact us if you have any questions regarding
performance and infrastructure planning and we’ll make sure you have the most up to date information
relevant to your situation.
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