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Intended Audience

This document is intended for Architects delving into the options and possibilities offered by the
SoapBox Platform, and for Software Engineers looking to implement their own SoapBox Server User
Manager.

Developers intending to build their own User Manager should be familiar with Object Oriented
development practices, multi-threaded code, XML, and have an overall familiarity with the SoapBox
Server.

Recommended Reading
This document references sever al ext eritmaybe RFC’ s a
necessary to understand these external documents.

| Name ______ |Descripton |

RFC 3920 This document describes the low level XMPP protocol.
RFC 3921 This document describes the high level XMPP protocol.
JEP-0004 Describes the X-Data format used over XMPP.
JEP-0054 Describes the VCard format used by XMPP.

JEP-0055 Describes the Search Protocol used by XMPP.
JEP-0068 Describes standard X-Data Fields

JEP-0077 Describes the In-Band User Registration process
JEP-0078 Describes the non-SASL authentication mechanisms
JEP-0153 Described V-Card based avatars

Building a Custom User Manager

A User Manager is a bridge between the SoapBox Server and a data store that provides user
authentication and authorization information. The SoapBox server comes with User Manager
implementations that work with Active Directory , LDAP, and the SoapBox database schema. These
implementations work for the vast majority of SoapBox Server deployments.

For deployments which cannot use a standard User Manager, or for integrations of the SoapBox Server
into existing products, it is often necessary to build a Custom User Manager.
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The SoapBox Server follows a standard provider model for User Managers. Implementing a User
Manager requires creating a Library Application (DLL) that has a concrete implementation of the
abstract UserManager class. Once the concrete class is created, the configuration file for the SoapBox
Server needs to be updated to reflect the appropriate domain settings and the new User Manager that
will be used.

Threading Considerations

The SoapBox Server is heavily multi-threaded. Your Custom User Manager will be called from a variety
of threads, all in parallel. Any thread synchronization required must happen inside the User Manager. In
classic terms, your User Manager must be Free Threaded.

Responsibilities of a User Manager

A User Manager has only two features that must be implemented, user authentication and role lookups
(authentication and authorization).

In addition to authentication and authorization, there are several other features that a user manager
may choose to implement that will allow for a richer end user experience, and an improved
administration experience.

A complete list of responsibilities for a user manager is:

_I!E_

Add Users Allows users to be dynamically added into
the user store. This is required to allow such
features as in-band registration, or user
account creation through the
Administration Framework.

Remove Users No Allows users to be removed from the user
store. This is required if account deletion
through the Administration Framework is
supported.

Password Updates No Allows users to update or change their
password.

Add a Roletoa User No Allows the Administration Framework to be
used to add new roles to a user account.

User
Management
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Remove Roles froma No Allows the Administration Framework to be
User used to remove roles from a user account.
Enumerate Roles for No Allows the Administration Framework to
a User retrieve a list of roles associated with a
particular user.
Get Detailed User No Allows the Administration Framework to
Information query the user store for detailed

information about the user. This is usually
used for items such as a friendly name.

Defined Search No Builds a JEP-0004 Data Form that contains

Criteria the criteria the user manager allows
searching.

Get User Fields No Builds a JEP-0004 Data Form that describes

the data returned from a search. This often

has fields such as Friendly Name, Phone

Number, Email Address, or any other data

the user manager returns in response to a
User Searching search query.

Search No Performs a search based on Search Criteria,
and returns a set of users information that
matches the User Fields.

User Detail No Allows detailed information about a specific
user to be retrieved. By default this value
will be a simple JID and a display name — if
more information is required, this must be
implemented.

Add Role No Allows the Administration Framework to
create a new role in the data store.

Remove Role No Allows the Administration Framework to
delete an existing role from the data store.

Read Security Roles Yes Returns a list of all Security Roles that are

defined in the data store. In many data
stores, Security and Distribution roles are
the same thing, and the two methods
resolve to the same functionality.
Read Distribution Yes Returns a list of all Distribution Roles that
Roles are defined in the data store. In many data
stores, Security and Distribution roles are

Roles
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the same thing, and the two methods
resolve to the same functionality.

Lookup User Roles Yes Returns the list of all roles for a particular
user. By default this is an empty list, and
any implementation that requires role-
based security needs to implement this.

Lookup Role Users Yes Returns a list of all users that have a given
role. This is used extensively by the
Managed Group infrastructure to perform
roster and presence operations.

Plain Authentication  No Performs user authentication with a plain-
text password. Many User Managers
require the plain-text password to be
passed from the client to the server. This
feature is used by both the SASL Plain

User Mechanism and the JEP-0078 plain text
Authentication authentication specification.
Non-SASL Digest No Performs user authentication using the
digest algorithms specified in JEP-0078.
SASL Digest-MD5 No Retrieves a MD5 hash of the users password

following the algorithm defined by the SASL
Digest MD5 mechanism.

Autogenerated No A User Manager can build a VCard for a
VCards particular person using data in the user
store. This may be very simple, such as a
VCards friendly name, or something significantly
more complex.
User Settable VCards No A User Manager may allow users to update

their own VCards.

Configuring the Server
Configuring the SoapBox Server to use a custom User Manager requires making changes to the
Configuration.xml file located in the server directory.

User Managers are configured on a per-domain basis within the SoapBox Server configuration file. Each
domain has a UserManager node that defines the concrete user manager to use for the domain along
with any configuration settings that user manager requires.
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By default, the SoapBox Server uses the SoapBox User Manager. To change this, open up the
configuration file, go to the domain you want to alter, and find the UserManager element. That element
looks like:

<UserManager assemblypath="Coversant.SoapBox.Server.ServerCore.dll"
configurationtypename="Coversant.SoapBox.Server.ServerCore.Security. SoapBoxUserManagerConfig">
<auth nonsasldigest="True" nonsaslplain="True">
<mechanism>PLAIN</mechanism>
<mechanism>DIGEST - MD5</mechanism>
<mechanism>ANONYMOUS</mechanism>

</auth>
<register autoregister="False" />
</UserManager>
Onceyou havecreateda User Manager (or at | east compiled

update this configuration to look something like:

<UserManager assemblypath="Coversant.SoapBox.Server.SampleUserManager.dll"
configurationtypename="Coversant.SoapBox.Server.Sampl eUserManager.BasicUserManagerConfig">
<auth nonsasldigest="True" nonsaslplain="True">
<mechanism>PLAIN</mechanism>
</auth>
</UserManager>

The UserManager element requires two attributes:

Attribute Name

assemblypath Defines the full name of the assembly in which the user manager and the
user manager configuration classes are found.
configurationtypename  The fully qualified type name of the configuration class for the user manager.

Nested inside the UserManager element is the configuration for the user manager. This requires
defining which authentication protocols are supported, and which SASL mechanisms are to be used.

The SASL mechanisms to choose from are:

PLAIN Passes raw user credentials unencrypted over the wire. This mechanism
relies on having transport layer security for protecting the data it sends. This
method is often considered insecure and disabled for a number of sites, but
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is sometimes necessary to integrate with a custom User Manager such as
LDAP.

DIGEST-MD5 Passes a salted MD5 hash of the user password from the client to the server.
The server compares this hash to the known hash value of the correct
password and proceeds from there. This mechanism prevents passing the
users password over the network, and also prevents the server from
knowing the actual password.

ANONYMOUS Used for allowing anonymous user to connect and authenticate

EXTERNAL Intended to be used to do external auth (meaning out of band in terms of
xmpp xml streams). Typically this is used for TLS Client Certificates.

SPNEGO Commonly known as GSSAPI, this is a single-sign-on mechanism that allows

Windows to choose the best available, most secure, authentication method
(typically Kerberos or NTLM). This mechanism assumes the system account
the user is signed onto the computer with matches an account in the
SoapBox Server.

NTLM This mechanism is similar to the SPNEGO mechanism, but only uses the
NTLM protocol, and not the Kerberos binding.

Writing a User Manager Configuration Class

In addition to writing the User Manager itself, a configuration class is also required. This class is

responsi ble for managi ng t he-thitsisereadinglandvaitihgxmlitos con f i
t he Soap Banfigursterrfie.er ’

Required Abstract Methods
Writing a User Manager Configuration class means creating a concrete class that inherits from the
UserManagerConfig class. There are only a few required methods in this class:

Required Methods

SupportsRoleManagement Used by the administrative gateway to determine if the user
manager supports role management. This allows the
administration gateway to provide role creation and deletion
through the SoapBox Administrative Console.

SupportsRoleEnumerations Used to determine if the user manager supports role
enumerating. This allows the administration gateway to provide
a list of roles to the SoapBox Administrative Console
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SupportsUserManagement Used to determine if the user manager supports user
manipulation. This allows the administration gateway to provide
features around user creation, deletion, adding and removing
roles from the user, and other user related features.

CreateConcreteUserManagerinstance One of the responsibilities of the User Manager Configuration
class is to create an insta
coupled to. This abstract method is required by all concrete
User Manager Configuration classes, and should simply create a
concrete instance of the User Manager tied to the concrete
configuration object.

Default Mechanisms and Non-SASL Authentication

The User Manager Configuration Class should specify a default set of SASL mechanisms that it supports.

This mechanism list can be overridden by the mechanisms listed in the configuration file, but having a

valid default starting set is key to having a us

The User Manager Configuration also defines support for Non-SASL authentication mechanisms —
specifically JEP-0078 Digest and Plain authentication.

Typically these settings are initialized in the constructor of the user manager. A typical User Manager
constructor looks like:

public SoapBoxUserManagerConfig() :  base(ASSEMBLY_NAME,
typeof ( SoapBoxUserManagerConfig ).FullName)

/I set default properties for this config. these can be overriden
/I in the config file to choose available auth types.

this .SupportedSASLMechanisms.Add( "PLAIN");

this .SupportedSASLMechanisms.Add( "DIGEST MD5);
this .SupportedSASLMechanisms.Add( "ANONYMOUS"

this .SupportsNonSASLDigestAuth =  true ;
this .SupportsNonSASLPlainAuth =  true ;

When everything is serialized properly, the configuration file ends up looking like:
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<UserManager assemblypath="Coversant.SoapBox.Server.ServerCore.dll"
con figurationtypename="Coversant.SoapBox.Server.ServerCore.Security.SoapBoxUserManagerConfig">
<auth nonsasldigest="True" nonsaslplain="True">
<mechanism>PLAIN</mechanism>
<mechanism>DIGEST - MD5</mechanism>
<mechanism>ANONYMOUS</echanism>
</auth>
<register autoregister="False" />
</UserManager>

Auto Registration of Users
When the SoapBoxSer ver i s paired to an external user stor
allow authenticated users to be implicitly registered.

Most User Managers store the usernames and passwords of already registered users in an external data
store such as Active Directory, LDAP, or a database. For example, when a user who already has an
existing Active Directory account logs into the SoapBox Server for the very first time the user experience
should be tbakedf.“1lt Just W

For this t o “pBakSetverddtactslyHether thishisa ne® asex, or one that the user
manager has already authenticated, and immediately creates the appropriate internal user records and
allows the user to log in. If auto registration is not enabled, then the user is not allowed to log in.

This can sometimes have unexpected effects, especially when Managed Rosters and Roles are used
together. For example, if an administrator creates a Managed Roster, and assigns the Active Directory
group “ Al Us e r sSBapBoxBServer will ilnsetliately desply @sblye thdt greaip and
register all the users in the data store. On a large Active Directory, this can result in thousands of users
being registered.

Coversant recommends all custom User Managers have Auto Registration enabled.

Writing the User Manager
Building a User Manager usually consists of several discrete steps. This section provides a guide for the
steps to take, and the suggested order in which to do them.
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Creating the Library and Concrete Classes

The first step of building a custom user manager is to create a .Net Library project. This project can use
any of the standard .Net languages, such as Visual Basic.Net, C#, or Managed C++. Once the project is
created, add the following references:

Coversant.SoapBox The standard Coversant Framework. This reference is required
for all XMPP work using the SoapBox Server.

Coversant.SoapBox.Server.ServerCore This library contains the definitions for all classes the user
manager needs to interact with. All abstract classes, types, and
other infrastructure components are also defined here.

Creating the Concrete User Manager
Your custom User Manager is a concrete class that derives from the class:
Coversant.SoapBox.Server.ServerCore.Security.UserManager

Depending on the features of the user manager, different methods need to be implemented.

Regardless of the features selected, the constructor syntax of the User Manager usually looks like:

public BasicUserManager( BasicUserManagerConfig conf ig)
base("Sample User Manager" , config)
{

}

The User Manager is instanciated by its coupled Configuration class, which allows for some latitude in
the constructor signature. It is strongly recommended however that the above signature be followed for
all User Managers. Avoid hardcoding configuration settings directly into the User Manger —
configuration settings should go in the configuration class coupled to the custom User Manager.

In order to provide strongly typed access to the confgiuration settings most user managers hide the base
class implementation with:

public new BasicUserManagerConfig Configuration
{

get { return base.Configuration as BasicUserManagerConfig ;}
}
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Adding in Basic Roles
The User Manager needs to be able to provide a complete role list to the Server. The SoapBox
Server defines two types of roles —security and distribution. Other than an Active Directory User
Manager, most User Managers don’t make this
code is written as:

protected override string [] ReadAllDistributionRoles()
{
return ReadAllSecurityRoles 0;
}
protected override string [] ReadAllSecurityRoles()
{
/[ This call normally makes a database dip (or AD, or NTLM, or LDAP) to
Il get the complete list of roles.
/[ for this sa mple, I've just picked a few roles and hardcoded them.
List <string > allRoles = new List <string >();
allRoles.Add( "Administrator” );
allRoles.Add( "User" );
allRoles.Add( "Other Role One" );
allRoles.Add( "Other Role Two" );
allRoles.Add( "Other Role Three" );
return allRoles.ToArray();
}

IMPORTANTTHESOAFBOXSERVER PROVIBEACHED ACCESS TORMIEESDON® IMPLEMENT YOUR OWWACHE
WITHIN YOURISERMANAGERTHERE IS AN ENTIREBING INFRASTRUCTGREIPLETE WITH DEE&ILCACHE
CONFSURATION THAT ISAMNMABLE SHOULD YOEED TO CUSTOMIZE TAEHE ALGORITHMS

Authenticating Users

There are a number of ways that users can be authenticated. Due to legacy reasons with the XMPP and
Jabber protocols, these methods tend to have unique algorithm requirements with respect to password
hashes and other criteria.
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The end results of all user authentication is a Principal class. Most User Managers use the SoapBox
Principal and Identity, although any principal will do. Depending on the algorithm, the principal
generation is done at the same time as user authentication, or done after authentication is complete.

The easiest algorithm to implement in your user manager is Plain Authentication. Implementing this will
allow clients to authenticate using the SASL-Plain algorithm, or using the JEP-0077 Plain algorithm.
When coupled with TLS, which can be required by your server, Plain is just as secure as web forms
authenticated through a SSL (HTTPS) tunnel.

To implement Plain Authentication, use the following method:

public override IPrincipal AuthUserPlain(JabberID userID, string  password)

{
SoapBoxldentity = soapBoxID = new SoapBoxldentity (userID);
SoapBoxPrincipal  soapBoxP = new SoapBoxPrincipal (soapBoxID);

if (string .Equals(password, "coversa nt" ,
StringComparison .OrdinallgnoreCase))
{

/I Normally this role lookup involves a database dip of some

/Il sort to determine what roles the

/I user has. In this example, I'm just hardcoding them.

string [ myRoles= new string [[{ "Administrator® , "User" }
soapBoxP.AddRoles(myRoles);

soapBoxID.SetAuthenticated();

}

return soapBoxP;

Another very common algorithm supported by a wide range of clients is the JEP-0077 Digest mechanism.

This legacy authentication algorithm uses a unique password digest, that must be checked in the User

Manager. This is considered less secure than Plain by most security buffs. Although passwords are not

passed in plain text overthenetwor k it requires the server to know
hash, so to support this algorithm, the password must be stored with encryption or in Plain Text in the

User Manager. The code to implement this is:
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public override IPrincipal AuthUser NonSASLDigest(JabberlID userID,
string  sessionID, 1Q.Auth.Digest userDigest)
{

if (userDigest== null ) throw new ArgumentNullException ("userDigest" );

SoapBoxldentity soapBoxID = new SoapBoxldentity (userID);
SoapBoxPrincipal  soapBoxP = new SoapBoxPrincipal (soapBoxID);

/[l Normally the line below would be a database dip to lookup
/I the actual password for the user who is attempting to

/[ authenticate. Here, I'm skipping that and mandating the

/I password to be "Coversant".

string textPassword = "Coversant" ;

/I Create a Digest (using the proper algorithm) of the actual password
/[ and the session ID
IQ.Auth.Digest x = new |Q.Auth.Digest(textPassword, sessionID);

/I Com pare the two digest values and see if they match

if (string .Equals(x.DigestValue, userDigest.DigestValue,
StringComparison .OrdinallgnoreCase))

{

/I Normally this role lookup involves a database dip of some

/I sort to determine what roles the user has. In this

/I example, I'm just hardcoding them.

string [ myRoles= new string [[{ "Administrator® , "User" }

soapBoxP.AddRoles(myRoles);
soapBoxID.SetAuthenticated();

}

return soapBoxP;

Other algorithms, such as the Digest-MD5 SASL Algorithm, require the User Manager to provide the
appropriate salted hash (see RFC-2831: HEX(H { username-v a | ue, -Val yuey ealm, passwd)
users password. To return this value, use the following:

' public override string GetDigestMD5AuthHashAsHexString( |
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string user, string realm)
{
JabberID jid= new JabberlD (user, realm, string .Empty);
/l Normally, we would go out to the database here and pull in the
/I password hash that was saved when the users account was created.
/I For this example, I'm hardcoding the password, and generating
/I the hash on the fly.
string password = "Coversant" ;
string  hash =
DigestMD5AuthMechanism.CreateUserRealmSecretHashAsHexString(
jid.UserName, jid.Server, password);
return hash;
}

A mechanism is also needed to provide a general means of building a principal for the user. This
mechanism is used by some of the SASL authentication Mechanisms.

public override IPrincipal GetPrincipal(JabberID userID, bool authenticated)

{
SoapBoxldentity = soapBoxID = new SoapBoxldentity (userID);
SoapBoxPrincipal soapBoxP = new SoapBoxPrincipal (soapBoxID);

if (authenticated)
{
/I Normally this role lookup involves a database dip of
/I some sort to determine what roles the
/[ user has. In this example, I'm just hardcoding them.
string [ myRoles= new string [[{ "Administrator® , "User" }
soapBoxP.AddRoles(myRoles);

soapBoxID.SetAuthenticated();
}

return soapBoxP;
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Managed Group Support

The User Manager needs to provide role information to the server, so that the server can provide
Managed Groups to users and authorize users through our Policy subsystem. There are two key
methods to doing this:

1. Getting all of the roles for a user
2. Getting all of the users for a particular role

Both of these (u-eaeturniagsall rotesfsrt usds, end dil dsersdfop d'role, including
those that are nested through other roles (because roles can have roles).

An example of how this works is taken from the SoapBox User Manager. Implementations of these two
methods in the NT, Active Directory, and LDAP User Managers are far more complex, and can be
provided upon request.

protected override RolelnformationDictionary LookupUserRoles( JabberID userlID)

{

RolelnformationDictionary results =  new RolelnformationDictionary 0;

using (DataSet ds = this .GetUserRoles(userID))

{
string [] roles = this .GetUserRolesAsArray(ds);
int tempForl =roles.Lengt  h;
for (int i=0;i<tempForl; i++)
{
RoleIlnformation  ri=
new Rolelnformation  (roles]i], userlD.Server);
results.Add(ri);
}
}

return results;

}

protected override Userinformation Dictionary  LookupRoleUsers(
string roleName, string xmppDomain)
{

UserInformationDictionary results =
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new UserInformationDictionary 0;

using (DataSet users =
Data. XMPPUserRolesReadXMPPUserRolesByRoleTypeName(
roleName, xmppDomain))

{
foreach (DataRow user in users.Tables[0].Rows)
{
string userdID = Convert .ToString(user[  "UserJID" ]);
JabberID jid= JabberID .ParseNoStringPrep(userJiD);
results.A dd(new Userinformation (jid, jid.UserName));
}
return results;
}

Creating the User Manager Configuration Class
The User Manager Configuration class is a class that derives from:

Coversant.SoapBox.Server.ServerCore.Security. UserManagerConfig

The configuration class is responsible for reading and writing configuration settings in the SoapBox
Server’'s configuration file. The confgiuration cl
instance of the UserledManager to which it’s coup

A minimum implementation of the user manager configuration class looks like this:

public sealed class BasicUserManagerConfig : UserManagerConfig

{
private const string ASSEMBLY_NAME =
"Coversant.SoapBox.Server.SampleUserManager.dll" ;

public BasicUserManagerConfig()
: base(ASSEMBLY_NAME, typeof( BasicUserManagerConfig ).FullName)
{

this.SupportedSASLMechanisms.Add( "PLAIN");
this.SupportedSASLMechanisms.Add( "DIGEST MD5);
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this.SupportsNonSASLDigestAu  th = true;
this.SupportsNonSASLPlainAuth = true;
}
protected override UserManager CreateConcreateUserManagerinstance()
{
return new BasicUserManager (this);
}
public override bool SupportsRoleManagement
{
get { return false; }
}
public override bool SupportsRoleEnumeration
{
get { return false; }
}
public override bool SupportsUserManagement
{
get { return false; }
}
}

The configuration sample provided above provides basic configuration services for a simple user
manager. The configuration by default will provide support for two SASL mechanisms, and the older JEP-
0077 Digest and Plain authentication.

Extending the User Manager

Adding Configuration Options
More settings can be easily added into the configuration class.
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To add in additional properties means you will need to extend the serialization infrastructure used by
the configuration subsystem.

To add a new setting into your user manager, first create the strongly typed property on the User
Manager Configuration class:

private  string _authDomain = string .Empty;
public string AuthDomain
{
get { return _authDomain; }
set
{
if (value == null )
throw new ArgumentNullException ("Value" );
_authDomain = value ;
}
}

Once the property is done, you need to override the Serialization methods. The xml Element that is
passed in will be the element that represents the node for your User Manager. You have complete
control over the xml content, and can nest child nodes, or add attributes to meet your needs.

public override void GetProperties(System.Xml.  XmlElement xml)
{ base.GetProperties(xml);

xml.SetAttribute( "authdomain" , _authDomain);
}
public override void SetProperties(System.Xml. XmlElement xml)
{ base.SetProperties(xml);
; _authDomain = xml.GetAttribute( "authdomain" );

Building a Custom User Manager Page 19



(
) COVERSANT

CALL: VST

Buildin g a Custom User Manager +1.916.577.1977 www.coversant.com

Adding User Management

Some User Managers provide the means to manage users in the underlying data store. In the User
Managers that ship with the SoapBox Server, only the SoapBoxUserManger does this. Other User
Managers, such as the Active Directory, LDAP, and NT User Managers do not provide that capability.

By supporting user management, system administrators are able to provision user accounts through the
SoapBox Server Administration Console. In general, if your user store already has tools for account
provisioning, those tools should be preferred over using the SoapBox Administration Console.

In addition to user management, some User Managers will allow users to be registered using the
standard JEP-0077 In-Band Registration mechanism. To support this JEP, the Custom User Manager must
support User Management.

In our experience, most sites prefer an external mechanism for registering users —such as a web based
account registration —and few User Managers support the User Management features described in this
section.

To enable user management in the Custom User Manager, you must override the appropriate method in
the Configuration Class for the User Manager.

public override bool SupportsUserManagement
{

get { return true ;}
}

Once User Management is enabled, you must override a number of methods in your User Manager.
Each of these methods is fairly self explanatory and individually easy to implement.

public virtual  void AddUser(JabberlD userlD, string password)

{
}

public virtual void RemoveUserJabberlD userlD)

{
}

public virtual void UpdateUserPassword( JabberlD userID, string password)
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public virtual void AddRoleToUser( JabberlD wuserID, string roleName)

public virtual void RemoveRoleFromUser(JabberlD userlD, string roleName)

public virtual DataSet GetUserRoles( JabberlD userID)

public virtual DataSet GetUserDataset( JabberlD userID)

In addition to direct user management, the ability to add and create roles through the management
console is often required. To enable this, there are two methods in the User Manager that must be
overridden.

public virtual void AddRole(string roleName,
string domainName, string roleDescription)
{

}

public virtual void RemoveRole(string roleName,
string domainName)
{

}
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Supporting User Search
Searching for users is a very common task, and helps insure a good user experience. User Searching is
typically used by client when they’'re |l ooking to

using the Management Console and searching for users to add to a Managed Roster.
Understanding how User Search works requires a detailed knowledge of the Data Forms JEP (JEP-0004).

The basic workflow is this:

' User Initiates Search

' Server Queries User Manager for a JEP-0004 Compliant Search Form.
|

Client Renders the Search Form for the User.

(

User fills out Search Critera
|

Client Submits Data Form to the Server

(

Server submits the Search Criteria to the User Manager

User Manager Performs Search
|

User Manager Returns a JEP-0004 Compliant Search Result

Client Renders Results

The critical piece to remember is that client applications are able to search on any User Data store. This
means they must do everything dynamically. This dynamic searching is enabled through the use of JEP-
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0004 Data Formes. All clients that allow searching have the ability to parse a data form and dynamically
build a Ul Form for the user to enter data into. The client then takes the data entered by the user, builds
a response data form with all the correct tags, and submits it to the server.

This approach lets different user managers search on different criteria. For example, an Active Directory
User Manger may allow searching by email address, while an LDAP User Manager may allow searching
by First Name or Last Name. It is up to the concrete implementation of the user manager to define the
Data Form that will be presented to the user, then to perform a search on the data entered by the user.

The first step towards supporting Searching is to implement the GetUserSearchForm method. An
example of how this may be implemented is shown here:

public override DataForm GetUserSearchForm( SessionManager sm,
DataForm dataForm, long requestingSocketlD, string searchDomain)
{

ListOptions  domainOptions = new ListOptions ();

sm.SupportedDomainLock.AcquireReaderLock(  Timeout .Infinite);

try
foreach (string domain in sm.SupportedDomains.Keys)
{
domainOptions.Add(domain, domain);
}
}
finally
{
sm.SupportedDomainLock.ReleaseReaderLock();
}
ListOptions  roleOptions =  new ListOptions  ();

using (DataSet dsRoles =
Data. Types.ReadRoleTypesByDomain(Configuration.XMPPDomain))

{
roleOptions.Add(  "All" , "0");
foreach (DataRow dr in dsRoles.Tables[0].Rows)
{
roleOptions.Add(

dr[ "RoleTypeName"].ToString(),
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dr[ "RoleTypelD" ].ToString());

}
}
ListSingleField rolesField =
new ListSingleField  ("Group", "role" , false ,
string .Empty, roleOptions,
"Search for Users in the Group" );

TextSingleField userNameField =
new TextSingleField ("User Name", "userName",
false , string .Empty, "User Name to Search for" );

DataForm clonedForm = ( DataForm)(dataForm.Clone());
clonedForm.Fields.Add(rolesField);
clonedForm.Fields.Add(userNameField);

return clonedForm;

The code defined above creates a Data Form that provides three search mechanisms:

1. A List of all Available Roles to search on. This will typically be rendered by a client as a drop
down list.
2. A User Name field to search on. Clients will typically render this as a Text Box.

Often Fixed Fields are also added in, to provide instructions.

Once a Data Form is properly built and returned to the Server (and in turn to the client), the User
Manager needs to be able to perform a search based on data searched on. This is done by implementing
the GetUsersDataset method. Complicating this method is the requirement to provide paging support.
Because search requests may return a very large number of results, all searching done by the User
Managers in the SoapBox Server must support paging. All of the paging criteria will always be passed in,
so that the method can properly page.

An example of a functioning GetUsersDataset method is shown below. This method is from the SoapBox
User Manager, provides full searching based on the Data Form shown in the sample above.

Building a Custom User Manager Page 24



(
) COVERSANT

CALL: VST

Buildin g a Custom User Manager +1.916.577.1977 www.coversant.com

public override DataSet GetUsersDataset(
SessionManager sm, DataSubmit submitForm,
long requestingSocketiD, string  searchDomain,
int maxRecords, int pageSize, int pageNumber)

string searchRole = string .Empty;
int searchRoleTypelD = 0;
string searchUserName = string .Empty;

foreach (DataField field in submitForm.Fields)

if (field.Var.Equals( "role” ))
searchRole = Convert .ToString(field.Value);

if (field.Var.Equals( "userName"))
searchUserName = Convert .ToString(field.Value);

}

if (int .TryParse(searchRole, out searchRoleTypelD))
searchRoleTypelD = Convert .Tolnt32(searchRole);

searc hUserName = searchUserName.Replace( "*" , "%");

[[force a full tablescan
searchUserName = string .Concat( "%", searchUserName, "%");

DataSet ds= null ;
if (searchRoleTypelD > 0 && searchUserName != string .Empty)
{
ds = Data. Users.ReadUsersByDomainNodeRoleType(
searchDomain, searchUserName, searchRoleTypelD,
maxRecords, pageSize, pageNumber);

}
else if (searchRoleTypelD > 0)
{
ds = Data. Users.ReadUsersByDomainNodeRoleType(
searchDomain, "%", searchRoleTypelD,
maxRecords, pageSize, pageNumber);
}
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else if (searchUserName!= string .Empty)
{
ds = Data. Users.ReadUsersByDomainNode(
searchDomain, searchUserName,
maxRecords, pageSize, pageNumber);
}
else
{
ds = Data. Users.ReadUsersByDomain(
searchDomain,
maxRecords, pageSize, pageNumber);
}
/[ have to set the UserJID column to "jid"
/I so it's recognized by standard Jabber clients

ds.Tables[0].Columns][ "UserJID" ].ColumnName = "jid" ;

return ds;

Before performing the actual search, you’ Il

the user. Typically these are visible fields, such as JID, User Name, Phone Number, Email, and possibly
some configuration settings.

public override DataFields GetUserFieldDefinitions()

{
DataFields userFieldDefinitions = new DataFields ();
userFieldDefinitions.Add( DataFieldTypeEnum .Hidden,
“jid* , false , "JabberID" );
userFieldDefinitions.Add( DataFieldTypeEnum .TextSingle,
"UserJIDNode" , false , "User Name");
userFieldDefinitions.Add( DataFieldTypeEnum .TextSingle,
"UserJIDDomain" , false , "Domain");
return  userFieldDefinitions;
}
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In addition to building a full dataset based results set (as the GetUsersDatasetmet hod does) , it <
to provide a Data Forms (JEP-0004) based result set. Doing this is the responsibility of GetUsers method.

This method takes the same arguments as the GetUsersDataset method, only it returns a JEP-0004

compliant DataResult forminst ead of a . Net Dataset. To make this
parser than does this. This is located in the Adm
reference to the SoapBox.Coversant.Administratiossembly.

The code shown below is taken from the SoapBox User Manger, and represents a fairly typical
implementation of this method.

public override DataResult GetUsers(
SessionManager sm, DataSubmit submitForm,
long requestingSocketlD, string  searchDomain,
int maxRecords, int pageSize, int pageNumber)
{
using (DataSet ds=
GetUsersDataset(sm, submitForm, requestingSocketlD,
searchDomain, maxRecords, pageSize, pageNumber))
{
return
Administration.Data. DataResultHelper .Parse(
ds, GetUserFieldDefinitions());
}
}

By implementing the 4 methods described in this section, a XMPP/Jabber compliant client can perform
searching against the data store.

In our experience, the majority of the issues that will arise as you implement the Searching functionality
will be related to Data Forms. As was pointed out earlier, a strong understanding of how these work is
key to implementing searching.

VCards
VCards are a popul ar means of reapbnkimlityofalderuser dat a
Manager to provide VCards for its users.
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VCards can either be static, which means the User Manager is responsible for all generation of data in
the VCard, or user-updatable which means a user can update their VCard with whatever information
they like.

The static or user updatable vCard setting is a simple property override. By default VCards are not user
updatable. This property looks like:

public virtual  bool AllowVCardUpdates
{

get { return false ;}
}

The User Manager Base Class provides a very simple VCard implementation. The default implementation
looks like:

public virtual VCard GetVCard(JabberID user)
{
VCard vc = new VCard();
vc.FormattedName = this .GetCachedUserDisplayName(user);
vc.NickName = user.UserNam e€;
return  vc;

A more complex implementation may tie the VCard to settings in the underlying data store.

To allow users to update their own VCards, implement the SetVCard method. If users are allowed to
update their VCards, then this method saves the VCard to the data store, and the GetVCard method
retrieves that same VCard.

public virtual void SetVCard( JabberIlD user, Core.lQ.vCard. VCard vCard)

{
}

As an example of a fully function VCard Get/Set mechanism, the SoapBox User manager implements
these two methods like this:
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public override VCard GetVCard(JabberlD user)
{
using (DataSet ds=
UserStorages .ReadUserStorageByUserJIDNamespace(
user.JabberIDNoResource, vCardStorageTypeName))
{
if (ds.Tables[0].Rows.Count == 0)
return base.GetVCard(user);
}
else
{
string payload =
Convert .ToString(
ds.Tables[ "UserStorage" ].Rows[0]] "StorageXML"]);
System.Xml. XmIDocument x = new System.Xml. XmIDocumen();
x.LoadXml(payload);
Core.lQ.vCard. VCard vc= new VCard();
vc.SetProperties(x.DocumentElement);
return  vc;
}
}
}
public override void SetVCard(JabberID user, VCard vCard)
{
System.Xml. XmIDocument xd = new System.Xml. XmIDocumen{);
System.Xml. XmlElement vCardEle =
xd.CreateElement(
Core.lQ. IQTypeHelper .vCardElement,
RegisteredJabberN amespacesVCard);
xd.AppendChild(vCardEle);
vCard.GetProperties(vCardEle);
UserStorages .SaveUserStorage(user.JabberIDNoResource,
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Constants .PublicStorageType,
vCardStorageTypeName,
vCardEle.OuterXml.Length,
vCardEle.OuterXml);

Conclusion

Building a custom user manager to perform basic user authentication and authorization is a
straightforward task. Adding in the more complex features, such as user management and searching can
be somewhat daunting, but provides a richer user experience.

Coversant offers a number of samples to help with writing a custom user manager, and provides
engineers to assist with technical support.

Tying the SoapBox Server to yo0urandrapithiptegrationaad e xi st i
has a high-payoff in terms of reduced administration and maintenance.
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